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WHO CAN JOIN THE COURSE?

« B.Tech/BCA/B.Sc. students looking to specialize in cyber security .This

courses may require a understanding of networking or operating systems.

« System administrators, network engineers, security analysts, and software

developers.

« Especially those interested in cybersecurity, penetration testing, or

information security

GIMPLES OF OUR SUCCESSFUL TRANSITIONS
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Duration- 8 Weeks

PROGRAM CURRICULUM-I

Information Intelligence
Organize Your Information
Google/Bing Hacking.
Hunting And Profiling People.
Gathering Email Accounts
Sub domains/host.

Whois Lookup

OS Info Hunting

Uptime Info Hunting
Webserver Info Hunting
Traceroute Target IP Address
TCP Port Scanning

TCP SYN Port Scanning

TCP ACK Firewall Scanning
Finding Live Hosts

UDP Sweeping And Probing
Database Enumerating

MySQL Server Enumerating
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DNS Enumerating

SNMP Enumerating
Password Attacks

Advanced Web Server
Fingerprinting

Advanced Web Application
Fingerprinting

Advanced Web Application
Firewall Fingerprinting
Advanced OS Fingerprinting
Attacking DHCP Servers
Writing Virus Codes

Writing Advance Backdoors
for Windows

Attacking Network Switches
Attacking FTP Servers
Advanced Social Engineering
Attacks Advanced Cross Site

Scripting attacks
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Duration- 8 Weeks

PROGRAM CURRICULUM-II

From Reflected XSS To
Reverse Shell

From Stored XSS To Reverse
Shell

Advanced File Handling
Attacks From File Upload To
Reverse Shell From Remote
File Inclusion To Reverse Shell
From Local File Inclusion To
Reverse Shell.

From SQL Injection To
Reverse Shell

Advanced CSRF Attacks
Session Hijacking Attacks
Advanced System Command
Injection Attack

Sniffing Network Passwords
Sniffing HTTP Passwords
Sniffing Ftp And Telnet
Passwords

Advanced Sniffing
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Sniffing Facebook Cookies
Advanced SSL Sniffing
Advanced Network Attacks
From Man In The Middle Attack
To Full Network

Advanced Mobile Hacking
Tactics Attacking WEP
Protected 802.11 Networks
Attacking WPA/WPA2
Protected 802.11 Networks
Attacking Apache Web Server
Attacking IIS Web Server
Buffer Overflow

Attacks Advanced Stateful
Packet Inspection Firewall
Evasion And Bypassing
Advanced Antivirus Detection
Evasion And Bypassing
Advanced Windows User
Access Control (UAC) Evasion

And Bypassing
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Duration- 8 Weeks

PROGRAM CURRICULUM-III

e Advanced Firewall

QOutbound/Inbound Rules
Evasion And Bypassing
Vulnerability Vs Penetration

Testing
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ZENUS CAREER SERVICES

Career-oriented Session
Attend 10+ career-oriented
session by industry mentors and
prepare your career trajectory
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Dedicated Job Portal Access
Get exclusive access to 20+* job
posting per month on Zenus’s
job portal
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% —  1:1 Mentoring Session
L,g Get 111 guidance at every
step in your career

transition to Ethical Hacking

17

Profile Building

Ethical Hacking Programming
resume and LinkedIn profile to make
an impression on top employers

Mock Interview Preparation
prepare with mock interviews
including most asked question by
top employers

Placement Assistance

Placement opportunities are provided
once the learner is moved to the
placement pool upon clearing
Placement Readiness Test(PRT)**

NO. 1 AWARD WINNING TRAINING COMPANY

Awared By Ex-Indian Cricketer
Chetan Sharma Sir

© 8218088730

Awared By Ex-Indian Cricketer
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Sandip Patil Sir
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Good teches And Good teacher
Lanus  teacher is helping

Our experince  with  ZENUS
INFOTECH has been very good. its

| feel my salf with a great weight
of knowledge after doing training
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the best company in india for
industrial training and placements.

Prabhat Saini -~
7

Extrernely nice atmosphere to
learn softwaras and
knowledgeable and  halpiul
faculty with great experiance.

L a

person that solve the asking
question .Zenus is a wonderful
platform

Sumit Pant ~

J

Highly skilled staffs well as
good place to work the
faculties are very good teachers
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fram Zenus Infotech

Ishant Chauhan o~
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Highly experienced and project
oriented training received with
full support from the trainner.
Thanks Zenus Infotech
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