ZENUS INFOTECH INDIA PVT. LTD.

CURRICULUM OF ETHICAL HACKING

Course Duration: 6/8 Weeks*

Information Intelligence DNS Enumerating

Organize Your Information SNMP Enumerating

Google/Bing Hacking. Password Attacks

Hunting And Profiling People. Advanced Web Server Fingerprinting

Gathering Email Accounts Sub Advanced Web Application

domains/host. Fingerprinting

Whois Lookup Advanced Web Application Firewall
Fingerprinting

OS Info Hunting

Advanced OS Fingerprinting
Uptime Info Hunting

Attacking DHCP Servers
Webserver Info Hunting

Writing Virus Codes
Traceroute Target IP Address

Writing Advance Backdoors for

TCP Port Scanning Windows

TCP SYN Port Scanning Attacking Network Switches

TCP ACK Firewall Scanning Attacking FTP Servers

Finding Live Hosts Advanced Social Engineering

UDP Sweeping And Probing Attacks

Database Enumerating Advanced Cross Site Scripting

attacks

MySQL Server Enumerating



From Reflected XSS To Reverse
Shell

From Stored XSS To Reverse Shell
Advanced File Handling Attacks
From File Upload To Reverse Shell

From Remote File Inclusion To
Reverse Shell

From Local File Inclusion To
Reverse Shell.

From SQL Injection To Reverse
Shell

Advanced CSRF Attacks
Session Hijacking Attacks

Advanced System Command
Injection Attack

Sniffing Network Passwords
Sniffing HTTP Passwords

Sniffing Ftp And Telnet Passwords
Advanced Sniffing

Sniffing Facebook Cookies

Advanced SSL Sniffing

Advanced Network Attacks

From Man In The Middle Attack To
Full Network

Advanced Mobile Hacking Tactics

Attacking WEP Protected 802.11
Networks

Attacking WPA/WPAZ2 Protected
802.11 Networks

Attacking Apache Web Server
Attacking IIS Web Server
Buffer Overflow Attacks

Advanced Stateful Packet Inspection
Firewall Evasion And Bypassing

Advanced Antivirus Detection
Evasion And Bypassing

Advanced Windows User Access
Control (UAC) Evasion And
Bypassing

Advanced Firewall
Outbound/Inbound Rules Evasion
And Bypassing

Vulnerability Vs Penetration Testing
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